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Abstract

The expansion of modern technologies and governments’ growing dependence
on cyberspace have made the use of cyber tools in armed conflicts a
fundamental issue in international law. Although cyber operations may produce
destructive effects comparable to conventional attacks, their legal status under
international humanitarian law remains ambiguous. This study examines the
applicability of international humanitarian law to cyber operations and
compares the legal positions of the United States and Russia. It addresses
whether international humanitarian law possesses sufficient capacity to identify
and prosecute war crimes committed in cyberspace. Using a descriptive-
analytical method, a comparative approach, and the theory of Neo-Realism, the
study argues that great-power rivalry in cyberspace obstructs the
institutionalization of binding international norms. The findings indicate that
existing humanitarian law can potentially encompass cyber operations;
however, the absence of consensus on the definition of a cyber armed attack,
inadequate attribution mechanisms, and conflicting interests among major
powers hinder the establishment of international criminal responsibility. While
the United States generally supports an expansive interpretation, Russia adopts
a more restrictive, sovereignty-based position. Consequently, dedicated
international mechanisms and stronger interstate cooperation are essential for
clarifying cyber warfare norms and ensuring effective legal criminal
accountability.
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Extended Abstract

Introduction: The rapid expansion of cyberspace as an arena of state competition
and military operations has transformed the legal environment of armed conflict.
Cyber operations may disrupt critical infrastructure, disable military systems,
compromise command networks, interfere with civilian services, or cause physical
and functional damage comparable to conventional attacks. Yet the application of
international humanitarian law (IHL) remains contested because existing rules were
developed primarily around territorially identifiable and physically observable forms
of warfare. This uncertainty becomes particularly significant when cyber operations
occur during armed conflicts and potentially satisfy the material elements of war
crimes. The central problem is therefore whether existing IHL and international
criminal law can adequately classify, attribute, and prosecute unlawful cyber
conduct. Divergent approaches among major cyber powers, especially the United
States and Russia, further complicate the emergence of common standards and
effective accountability mechanisms.

Research Question: Does international humanitarian law possess sufficient legal
capacity to identify and prosecute war crimes committed through cyber operations
during armed conflicts, and how do the legal approaches of the United States and
Russia affect the prospects for international criminal responsibility?

Research Hypothesis: The study hypothesizes that IHL contains sufficiently broad
principles to regulate a substantial category of cyber operations conducted during
armed conflicts, including distinction, proportionality, precautions in attack,
protection of civilians and civilian objects, and restrictions on methods and means of
warfare. However, effective criminal responsibility remains constrained by the
absence of a universally accepted definition of a cyber armed attack, difficulties in
attribution, uncertainty regarding the application of existing war-crimes provisions
to cyber conduct, and disagreement among major powers concerning sovereignty
and international regulation. Accordingly, legal applicability is more developed than
the institutional and political conditions required for effective prosecution.
Methodology and Theoretical Framework: The research employs a descriptive-
analytical methodology and comparative legal approach. It examines relevant
principles of IHL and international criminal law and evaluates their application to
cyber operations conducted in armed conflicts. Particular attention is given to
distinction, proportionality, civilian protection, indiscriminate attacks, precautions,
and individual criminal responsibility. The study then compares the approaches of
the United States and Russia regarding cyber operations, sovereignty, attribution,
and international rule-making. The theoretical framework is grounded in neorealism,
emphasizing power distribution, strategic competition, and the constraints that great-
power interests impose on international institutions. From this perspective,
disagreements over cyber norms are understood not only as legal or technical
disputes, but also as expressions of competing security interests and contrasting
conceptions of sovereignty and strategic autonomy.

Research Findings: The analysis produces several interconnected findings. First,
IHL is not inherently incapable of regulating cyber operations. Its established
principles can, in appropriate circumstances, apply according to the effects, targets,
and context of cyber conduct. Operations intentionally directed against civilians or
civilian objects, or conducted indiscriminately or without required precautions, may
fall within existing humanitarian prohibitions when the necessary armed-conflict
nexus and other legal conditions are satisfied. The principal challenge is therefore
not the complete absence of law, but translating established rules into technologically
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specific situations and determining when cyber conduct reaches the legal threshold
of an attack.

Second, the concept of a cyber armed attack remains insufficiently settled.
Disagreement over whether physical destruction, loss of functionality, serious
economic consequences, or other forms of harm are required creates uncertainty
concerning when attack-related IHL rules apply. This ambiguity is especially
consequential for criminal prosecution because war-crimes liability requires
sufficiently precise identification of prohibited conduct and its legal elements.
Third, attribution represents a major evidentiary obstacle. Concealed origins,
proxies, third-country infrastructure, manipulated digital traces, and false-flag
techniques can complicate the establishment of a reliable connection between an
operation and its responsible actor. Although technical attribution and legal
attribution are distinct, weaknesses in technical attribution may substantially affect
the evidentiary basis of legal responsibility.

Fourth, the comparison between the United States and Russia reveals divergent legal
orientations. The United States generally favors an expansive interpretation under
which existing international law can govern cyber operations, while retaining
significant concern for operational flexibility and national security. Russia places
greater emphasis on sovereignty, non-interference, state control over the information
environment, and international rules reinforcing state authority. These positions are
not entirely uniform, but they reflect different priorities concerning the relationship
between international regulation, sovereignty, and strategic freedom.

Fifth, great-power competition restricts rapid institutionalization of detailed and
binding cyber-warfare norms. States may endorse general legal principles while
resisting definitions or accountability mechanisms that could constrain strategic
capabilities or expose them to politically consequential responsibility. From a
neorealist perspective, this helps explain why normative development has progressed
further at the level of general principles than at the level of precise definitions,
attribution procedures, enforcement, and criminal accountability.

Conclusion: The study concludes that IHL possesses meaningful normative capacity
to regulate cyber operations during armed conflicts and, under appropriate
conditions, to encompass conduct potentially constituting war crimes. Nevertheless,
applicable principles do not automatically ensure effective prosecution. The
principal obstacles are unresolved legal classification, uncertainty over thresholds of
harm, attribution and evidentiary difficulties, and strategic disagreement among
major powers over sovereignty and binding cyber norms. The United States-Russia
comparison indicates that divergent legal interpretations are embedded in broader
geopolitical interests, supporting the neorealist proposition that institutional
development is conditioned by power distribution. Effective accountability therefore
requires normative clarification of cyber operations in armed conflict, credible
procedures for technical and legal attribution, clearer elements of cyber-related war
crimes, stronger mechanisms for preserving digital evidence, and sustained inter-
state cooperation. Rather than replacing existing IHL, these measures can strengthen
its capacity to address cyber warfare and reduce the legal uncertainty that currently
limits criminal responsibility.

Keywords: Cyber Warfare, International Criminal Responsibility, Digital
International Humanitarian Law, Neorealism, Great-Power Competition.
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